
Welcome to Cybersecurity for Critical Infrastructures webinar. The 
presenters are in a practice session. The webinar will start at 11!



We will start in 5 minutes!
For any technical issue, please use the Chat

For your questions, please use the Q&A!



Agenda

Å Cybersecurity Strategy of the Republic of Cyprus ïCovering Critical Information 

Infrastructures

George Michaelides, Commissioner of Communications

ÅKey provisions of the NIS Directive and compliance to Cyprus legislation for CIIs

Costas Efthymiou, Technical Officer, Digital Security Authority

Å HOW TOs ïAchieving Compliance by Critical Infrastructures against the Security Measures 

defined in the Law

Charis Florides, Senior Business Consultant, Logicom Solutions

ÅQ&A- Discussion
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3
Malta

$37+ m
Revenue 2019

~ 100
Employees

Serving Customers in the following industries:

Government Utilities

Telecommunications
Banking

Insurance
Retail

Energy Shipping

Partnerships
With industry leaders such as:

Education

Values Uncompromising integrity
Commercial agility

Operational efficiency

Service quality

People development

Customers
éand growing

400+

Countries of coverage

Greece

Cyprus

ISO Certified
Quality Management 

System
Information Security Management System



Digital Security Authority (DSA)

Nicosia, 15December2020

George Michaelides, Commissioner of Communications
Digital Security Authority
https://dsa.cy| https://csirt.cy

Implementation of the NIS Directive in Cyprus

http://www.ocecpr.org.cy/
http://www.csirt.cy/
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NIS Directive in Cyprus ςTimeline so far

DSA 
Establishment

ω4/2018

ω(NIS Directive 2016)

Criticality 
Assessment

ω11/2018

ωEstablishment 
of list of OES 
and CIIs

Incident 
Notifications 
Legislation

ω6/2019

ωOES and CIIs must 
submit incident 
notifications to 
DSA

ωNotifications 
provided through 
iDSAMPL

Updated DSA 
Law

ω8/2020

ωFull set of 
competences and 
powers

ωAllows the 
development and 
publication of 
secondary 
legislation for 
specific details

Security 
Measures 
Legislation

ω9/2020

ωCII Self assessment

ωInformation 
Security Officer, Risk 
Management, 
Business Continuity

ωSupervision 
framework through 
the CMAAF project

ωSectoral plugins as 
necessary

Criticality 
Reassessment

ω11/2020

ωUpdate to list of 
OES and CIIs

ωAmendments and 
new entities 
added where 
necessary
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NIS Directive in Cyprus ςPlanned Actions 2021

National / 
Sectoral 
Maturity 

Assessment(s)

Sectoral 
Legislation (as 

neeed)

CII Risk 
Assessment 

and BC 
Planning

Capability 
Maturity and 

Audit 
Framework

CII Self-
Assessment

iDSAMPLς
integrated DSA
Management 

Platform

A new platform that 
has been developed 
by DSA to manage 
and handle 
interactions with 
OES and CIIs.  
Modular structure, 
which entities will 
access via a web 
interface.

CII operators are 
asked to perform a 
simple self-
assessment of their 
security posture as it 
relates to the DSA 
security measures 
framework.

Development of a 
capability maturity 
and audit 
framework, to 
specify how the 
security measures 
implementation will 
be supervised in 
Cyprus (including 
audit service 
accreditation).

CII operators must 
perform a first risk 
assessment and 
business continuity 
planning activity, as 
specified in the 
relevant legislation, 
with submission of 
appropriate 
documentary 
evidence to DSA.

The DSA is closely 
following relevant 
European updates 
and participates in a 
range of NIS working 
groups.  Sectoral 
security measures 
will be specified as 
and when needs 
arise (e.g. energy, 
5G, health, etc.).

The DSA is planning 
to perform a series 
of maturity 
assessments at the 
sectoral and/or 
national levels, to 
gauge current 
capability levels and 
to guide future 
strategic actions.
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Thank you

Questions?



Digital Security Authority (DSA)

Nicosia, 15December2020

Costas Efthymiou, Technical Officer
Digital Security Authority
https://dsa.cy| https://csirt.cy

Implementation of the NIS Directive in Cyprus

OES / CIIs Compliance Overview

http://www.ocecpr.org.cy/
http://www.csirt.cy/
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üDigital Security Authority

ü under supervision of the Commissioner of Communications

ü Implementation of the EU NIS Directive in Cyprus

ü It is the Single Point of Contact, the National Competent Authority (for all NIS sectors + 
electronic communications) and it incorporates the National CSIRT

ü Critical Information Infrastructure Protection

üCoordination of the Implementation of the National Cybersecurity Strategy

ü Cybersecurity/NIS, Cybercrime, Cyberdefence, Related External Affairs

üNational Cybersecurity Certification Authority

ü Implementation of the European Cybersecurity Certification Frameworkin Cyprus

DSA ςWho are we?

Components of National 
Cybersecurity Capability



Digital Security Authority 11

Safe and Secure Cyberspace
(Critical Information Infrastructure Protection)

Increased 
cybersecurity 
capablities

Cooperation
Security 

Measures, 
Notifications

Attainment of a satisfactoryminimum level of cybersecurityin all critical

informationinfrastructuresin Cyprus

NIS Directive ςMain Provisions
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DSA Structure

Commissioner of Communications / Deputy Commissioner

DSA Director

- Cybersecurity Strategy

- National Level Cyber 

Risk Assessment

- CII Designation

- Security measures

- Incident notifications

- Audits and supervision

- Crisis Management

- Coordination

- Communication

- Cooperation

- Awareness

Regulation, Strategy and Supervision Team National CSIRT-CY

- Alerts and Warnings

- Incident Handling

- Vulnerability Handling

- Artefact Handling

- Forensic Analysis

- Crisis Management

- Communication

- Cooperation

- Awareness
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üOperators of Essential Services(OES)
ÅEntities that are defined according to the NIS Directive

(energy, transport, health, water, banking/financial, etc.)

üCritical Information Infrastructures (CIIs)
ÅEntities that operate other information infrastructures

that are considered critical in Cyprus, but are not OES
(e.g. sewerage, some governmental services)

üElectronic Communications Providers (ECPs)
ÅEntities that operate networks and/or electronic

communications services, and are registered at OCECPR

üDigital Service Providers (DSPs)
ÅOnline search engines, online marketplaces, cloud computing services

Stakeholders
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DSA in a nutshell


