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Welcome to Cybersecurity for Critical Infrastructures webinar. The
presenters are in a practice session. The webinar will start at 11!




LogicSo%&
We willl startin 5 minutes!
For any technical issue, please use the Chat
For your questions, please use the Q&A!
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Agenda

A Cybersecurity Strategy of the Republic of Cyprus i Covering Critical Information
Infrastructures
George Michaelides, Commissioner of Communications

A Key provisions of the NIS Directive and compliance to Cyprus legislation for Clls
Costas Efthymiou, Technical Officer, Digital Security Authority

A HOW TOs i Achieving Compliance by Critical Infrastructures against the Security Measures
defined in the Law
Charis Florides, Senior Business Consultant, Logicom Solutions

A Q&A- Discussion
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Implementation of the NIS Directive in Cyprus

George Michaelides, Commissioner of Communications
Digital Security Authority
https://dsa.cy| https://csirt.cy

t
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http://www.ocecpr.org.cy/
http://www.csirt.cy/

Incident
Notifications
Legislation
Criticality 0 6/2019
Assessment w OES and Clls must
submit incident
2;2 igﬁghment notifications to
DSA
® [E)sstgblishment Z‘;gséﬁfSOES w Notifications
provided through
w4/2018 iDSAMPL

w (NIS Directive 2016)

Updated DSA
Law

w 8/2020

w Full set of
competences and
powers

w Allows the
development and
publication of
secondary
legislation for
specific details

Digital Security: Authority

Criticality

Security Reassessment
SIEEENES ©11/2020
Legislation wUpdate to list of
 9/2020 OES and CllIs
w Cll Self assessment wAmendments and
w Information new entities
Security Officer, Risk added where
Management, necessary
Business Continuity
w Supervision
framework through
the CMAAF project
w Sectoral plugins as
necessary
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NIS Directive in Cyprg$’lanned Action2021

IDSAMPIC
integratedDSA
Management
Platform

A new platform that
has been developed
by DSA to manage
and handle
Interactions with
OES and Clls.
Modular structure,
which entities will
access via a web
interface.

Cll Self
Assessment

CIl operators are
asked to perform a
simple self
assessment of their
security posture as it
relates to the DSA
security measures
framework.

Capability Cll Risk
Maturity and Assessment
Audit and BC
Framework Planning
Development of a Cll operators must
capability maturity perform a first risk

and audit assessment and
framework, to business continuity
specify how the planning activity, as
security measures specified in the
implementation will  relevant legislation,
be supervised in with submission of
Cyprus (including appropriate

audit service documentary
accreditation). evidence to DSA.

Digital Security: Authority

Sectoral National /
islati Sectoral
Legislation (as Vit
neeed y
Assessment(s)

The DSA is closely The DSA is planning
following relevant to perform a series
European updates  of maturity

and participates in a assessments at the
range of NIS working sectoral and/or
groups. Sectoral national levels, to
security measures  gauge current

will be specified as  capability levels and
and when needs to guide future

arise (e.g. energy,  strategic actions.
5G, health, etc.).
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Questions?
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Implementation of the NIS Directive in Cyprus

OES / Clls Compliance Overview

Costas Efthymiou, Technical Officer
Digital Security Authority
https://dsa.cy| https://csirt.cy
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DSAc Who are we?

i Digital Security Authority
i under supervision of thEommissioner of Communications

i Implementation of the EU NIS Directive in Cyprus

i Itis the Single Point of Contact, tdationalCompetentAuthority (for all NIS sectors +

. . . . . \ _________________________________ ,
electronic communications) amgincorporates theéNational CSJE:FCOmponentS of National

i Critical Information Infrastructure Protection {_Qy!f?f%_r?f?gi_t}_/_ Capability
i Coordination of themplementation of théNationalCybersecurity Strategy

i Cybersecurity/NIS, Cybercrint®,berdefenceRelated External Affairs

i National Cybersecurity Certification Authority
i Implementation of the&european Cybersecurity Certification FramewoRyprus
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Increased Security
cybersecurity Cooperation Measures,
capablities Notifications

Safe and Secure Cyberspace

Attainment of a satisfactory minimum level of cybersecurityin all critical
iInformationinfrastructuresn Cyprus
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DSA Director

Regulation, Strategy and Supervision Te National CSIRTY

- Cybersecuritystrategy- Audits and supervisiorj - Alertsand Warnings - Communication
- National Level Cyber- Crisis Management - Incident Handling - Cooperation
Risk Assessment - Coordination - Vulnerability Handling Awareness

- Cll Designation - Communication - ArtefactHandling

NATIONAL
- Security measures - Cooperation - Forensic Analysis @ CSIRT" CY

- Incident notifications - Awareness - CrisisManagement
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Stakeholders

i Operators of Essential Servi¢@E

AEntitiesthat are defined according to the NDSective
(energy transport, health, water, banking/financial, et

i Critical Information Infrastructures (CIIs)

AEntities that operate other informatidnfrastructures
that are considered critical in Cyprus, but are Q&S
(e.g sewerage, some governmental services)

i Electronic Communicatioigoviders (ECPS)
AEntities that operate networks and/efectronic

u Digital Service Prowders (DSPs) ==
AOnline search engines, online marketplaces, cloud computlng services
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DSA In a nutshell

- Digital Sec
Authority
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