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The new Banking era

Additional Digital Channels being introduced

Open Banking to accelerate innovation

Smart and Modular Banking approaches

What about Cybersecurity?



Attacks targeting less secure elements 
Supply Chain Attacks
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Fraudulent activities from global pandemic
Advanced Phishing Techniques
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Exposure from unpredicted scenarios
Breach of physical security
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It is a world-class and industry leading 

vendor! We can blindly trust them!“
A FALSE SENSE OF SECURITY



SolarWinds Inc. is an American company that develops 

software for businesses to help manage their networks, 

systems, and information technology infrastructure.

It had about 300,000 customers as of December 2020, 

including nearly all Fortune 500 companies and numerous 

federal agencies.
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We have safeguarded our WFH users from 

phishing attacks, by enforcing MFA.“
A FALSE SENSE OF SECURITY



A rise in 

advanced 

phishing 

attacks



LEGITIMATE
FRAUDULENT / 

PHISHING SITE

A TRADITIONAL PHISHING ATTACK



LEGITIMATEFRAUDULENT

ADVANCED PHISHING ATTACK



Physical security is not a major concern. Who 

can get into our building?“
A FALSE SENSE OF SECURITY







“AP: Justice Department Says it's been affected by Russian hack”



IMPLEMENT

ZERO-TRUST

MODELS

Strong security controls 

should be placed,

following a zero-trust 

model and least-privilege 

principle.
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INCIDENT 

RESPONSE

READINESS

You cannot improve your 

readiness when an 

incident happens. Be well 

prepared and simulate 

different scenarios.
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IN-DEPTH

TECHNICAL 

REVIEWS

General IT Controls are 

not adequate any more. 

Technical reviews can 

provide the insights 

required for improvement.
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CONTINUOUS

SECURITY 

AWARENESS

Run a continuous 

security awareness 

programme. Human 

factor is still the weakest 

link in the security chain.
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