


BCS INFORMATION SECURITY

SKILLS AND COMPETENCES

Educational background

Our members’ academic background include
«* Ph.D. in Information Security
«*» M.Sc. degree in the same field

Work experience

All BCS members have over 10 years of experience
in the Information Security field, while participating
in project in multiple sectors both in Cyprus and
Greece.

Professional certifications

All certifications focus on Information Security services:
v' Certified Information Security Professional (CISSP)
v’ Certified Information Systems Auditor (CISA)

v’ Offensive Security Certified Professional (OSCP)

v Offensive Security Wireless Professional (QSWP)

Engaged projects

Since August 2018, BCS members have participated
in a number of information security related
projects in the following areas: BCP/DRP,
penetration testing, vulnerability assessment and
GDPR implementation.
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BCS INFORMATION SECURITY

SERVICE OFFERING
/ /

GOVERNANCE PATH

This path constitutes the backbone of the
organization’s governance element, in which all
related component’s (e.g. policies, procedures,
organizational charts) are reviewed and
enhanced.
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TECHNICAL PATH

This path includes more technical assessment
reviews, to evaluate the current level of
security that the organization operates within.
It includes engagements of more practical
posture (e.g. penetration testing, social
engineering).
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BCS INFORMATION SECURITY
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BCS INFORMATION SECURITY
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6

TEAMS
.
Blue Team 11

The operations of the Blue team include
activities in the governance path, where
the objective is to ensure that the
organization’s policies and procedures
operate according to the respective
business needs and common best
practices.
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BCS INFORMATION SECURITY

White Team @

This team oversees the engagement
from the project management side,
guarantees completion in an effective
and timely manner and ensures that the
objectives are properly met.

Red Team

The activities of the Red team
incorporate tasks of more technical
nature, to verify that the organization’s
existing controls and mechanisms are
adequate and effective towards the
threats they intend to protect against.
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LOGICOM SOLUTIONS PROJECT SPONSOR

PROFILE OVERVIEW

Chrysostomos Kridiotis
Director

Business Consulting Services
Logicom Solutions

Chrysostomos is the Director of the Business Consulting
Services of Logicom Solutions helping Clients define strategies,
build brands, create experiences, and deliver platforms, as part

of their digital transformation journey.

He has over 13 years of experience participating in large scale
projects in the Financial Services Sector focusing on providing
advise and software solutions in the areas of digital
transformation, analytics, data management, risk management,

strategy and regulatory compliance.
Education:

He holds an M.Sc. in Operational Research from the London
School of Economics and Political Science and a B.A. in
Mathematics and Statistics from Macalester College in the US.
He also holds a professional diploma in Banking from the London

Institute of Banking & Finance.
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« Data Management

* Strategy

RELEVANT EXPERIENCE

During his career Chrysostomos has worked with organizations, mainly in Financial Services, to provide advise as well as design and deliver software solutions

in the areas of process transformation, analytics, data management, risk management, strategy and regulatory compliance. Sample engagements include:

Strategic Projects » Capital Management and Planning

« Strategic Planning * Process Automation
» Budgeting and Financial Planning * Regulatory Reporting
* Digital and Analytics Strategy « Data Quality Implementation
 Data Strategy * MIS framework design and implementation
« Corporate Governance Frameworks Transformational Projects
 Risk Management Strategy, Policies and Procedures » Operating model restructuring program management
Operational Projects * New Bank set up and operational management
* Process Re-engineering « Data Governance framework design and implementation
* Organizational Restructuring « Collections and Recoveries Unit process and organization re-engineering
* Policies and Procedures design and implementation

Chrysostomos has worked with major financial institutions in Cyprus, Greece, Bulgaria and Malta, helping them optimize the way they work and perform
focusing on providing advice and designing/implementing solutions in the area of process automation, data governance. Regulatory reporting, analytics

and risk management.
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RELEVANT SKILLS
« Digital Transformation

* Analytics

 Regulatory Compliance

-+ Risk Management
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INFORMATION SECURITY CONSULTANT

PROFILE OVERVIEW

Nikos Tsalis

Manager of Information Security
Business Consulting Services
Logicom Solutions

Nikos is the Head of the Information Security Business Consulting
Services of Logicom Solutions, helping clients define policies,
strategies, assessment methodologies and form a solid and
effective information security framework.

He has over 9 years of experience participating in projects in the
public and private sector, focusing on providing services and
advise in the areas of information security, risk management,
penetration testing, IT/operational audits, analytics, data
management, strategy and regulatory compliance. During the last 3
years, Nikos was the IT Internal Auditor for a financial institution in
Cyprus being responsible for assessing the controls of the
company'’s IT environment, along with its related reliability, integrity
and security level.

Education and Professional Qualifications:

Nikos holds a Ph.D. in Information Security from Athens University
of Economics and Business, an M.Sc. in Information Security from
Royal Holloway University of London and a B.Sc. in Computer
Science from Athens University of Economics and Business.

Also, Nikos is an Offensive Security Wireless Professional (OSWP)
and a Certified Information Systems Auditor (CISA).

9 2019 Logicom Solutions. All Rights Reserved

RELEVANT EXPERIENCE

During his career Nikos has worked with organizations in the areas of information security, risk management, penetration testing, IT/operational audits,
analytics, data management, strategy and regulatory compliance. Sample engagements include:

¢ Vulnerability assessment e Strategy and planning * Physical security

¢ Penetration testing * Risk Management * IT General controls review
e Threat and vulnerability management * Risk Assessment » Social Engineering

¢ Incident handling/response e IT Audit and compliance e Security awareness training
- BCP/DRP * [SO 27001

Nikos has worked with major institutions in the public and private sectors, in various industries, including companies in the Energy Sector, Ministries and
Governmental Institutions, Non-governmental organizations, Financial Institutions and Cloud Providers, helping them assess and review the existing
level of security, and provide advice and guidance in designing and implementing solutions in the area of information security, governance, analytics and
risk management.

RELEVANT SKILLS

* Risk Assessment / Management
* Penetration testing

* Vulnerability Assessment

* IT Audit

* Regulatory Compliance

« Data Management

« Strategy
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SUBJECT MATTER EXPERT

PROFILE OVERVIEW

Charis Florides

Manager, Business Consulting Services

Logicom Solutions
Charis is working for Business Consulting Services at Logicom
Solutions. His role is to help clients define technology related
strategies, build frameworks and safeguard their business by
proactively identifying, analysing and assessing areas that threaten
the organization's information assets and/or operations.

He has over 11 years of experience and he has been involved in
numerous projects related to different aspects and areas of
Information Technology.

More specifically, Charis has been actively involved, among others,
in projects related to the design and implementation of Information
Security technologies and architecture, implementation of
Information Security Strategies and Frameworks based on the
ISO27001 standard, Digital Forensics frameworks based on the
1ISO270037 standard, assessment and auditing of different financial
Institutions related technologies and procedures.

Education and Professional Qualifications:

Charis holds an MSc in Information Security from Royal Holloway
University of London and a B.Sc. in Software Engineering from the
Alexander Technological Educational Institute of Thessaloniki.

He is a Certified Information Systems Security Professional (CISSP)
and also an Offensive Security Certified Professional (OSCP).
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RELEVANT EXPERIENCE

During his career Charis has worked with organizations from the Financial, Insurance, Forex, Shipping and other private sector industries, in the areas of
information security management, penetration testing, IT/operational audits, analytics, data management, procurement and vendor management,
strategy and regulatory compliance. Sample engagements include:

Cyber Security

« Penetration Testing « IT Governance Framework (COBIT) » IT Audit Projects
¢ Red Team Engagements e |IT Strategy and planning » Vendor Compliance Audits (VISA, SWIFT)
» Social Engineering * Information Security Management System « Data Analytics Projects

(1SO 27001)

» Data Leakage Prevention « Data Quality

* Forensics Framework (1ISO 270037)

* Identity and Access Management » Provisions / RWA verification

« Data Governance and Data Management

¢ Incident handling/response » Disaster Recovery and Business Continuity

e SOC / SIEM Monitoring Procedure

e Threat and vulnerability management » Security awareness training

During his previous employment, Charis had the role of the Head of Information and Systems Audit at a major Financial Institution of Cyprus, being
responsible for managing the departments of Information Systems Audit and Data Analytics of Internal Audit Unit.

Charis is also a member of the board of the Cyprus Certified Information Security Professionals (ISC?) Chapter.

RELEVANT SKILLS

* Risk Assessment / Management

* Penetration testing / Vulnerability Assessment

« IT Audit

* Regulatory Compliance and Vendor Compliance
« Data Management

«IT and IT Security Strategy

* Perimeter Security
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