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• Security elements

Holistic security approach

PROCESSES
Business activities, work practices, workflows.

TECHNOLOGY
IT, devices, operating systems, applications, files.

PEOPLE
Staff and management, shareholders, customers, 

service providers, consultants, authorities.
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Standards regulations to watch for 2019

GDPR

Privacy by design by default, state of the ART,

TLS 1.3

MITM not possible anymore, Privacy wins!, Whats next?

WPA3

More secure, but will take a bit longer for adoption 

802.1AE aka MACsec, adopt now!



Top Ten List on Ransonmware protection

1. Backup
2. Patch
3. Educate users on attack 

methods
4. Protect your network
5. Segment network access

6. Keep a close eye on the network 
activity

7. Prevent infiltrations
8. Arm your endpoints
9. Gain real-time threat intelligence
10.Don’t pay the ransom



Advanced Malware Protection (AMP) 

architecture

Detect and contain advanced threats quickly
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