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Encrypted traffic growing rapidly due to increased
total amount of traffic and % of traffic encrypted
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Fascinating Number: Google Is
Now £40% Of The Internet




Browsers and applications investigated

Browser users with the new protocols by default? Websites that offer new protocols?

TLS 1.3  ESNI DoH HTTP/2 QUIC?3

66.7%> Exp%irr]Tyental Expglrrlrll;ntal < 36. 9%> 28. 8%\

@ 0 2 ¢

TLS 1.3 ESNI DoH* HTTP/2 QUIC3

Ny I
10.7% <1% <1% 33.2%' 1.4%

Joffice365 G Suite > 94 box Wabex

2

Browsers are quickly adopting the emerging standards; many will become the default settings on
In next releases. Applications are moving slower, but are beginning to adopt these standards.

As of January 2019 1Based on % of users per browser version that supports standard by default 2SSL Labs’ review of the top 150K sites 3gQUIC “DNS traffic
Source: caniuse.com, Cloudflare blog, Chromium blog, Mozilla blog, ZDNet
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TLS website adoption
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Source: SSL Labs
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HTTP/2 and HTTP/3 website adoption
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Source: SSL Labs, W3Tech
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Architecture in Cyber
Security



Security is an Integration Game

3 Party Vuln Data

d Party Threat
Intelligence Firepower Management

4 Center - :
7Z
) ]

Tetration

AMP for a'ﬁ% "
Endpoints
» | ogging
. SEIM
Orchestration

Sending Data Umbrella
to SEIM Email Investigate

<«—API transaction Security
Identity from ISE
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Effective security depends on total VISIDIlIty

KNOW SEE Understand what Be alerted to Respond to
every host every conversation is NORMAL CHANGE THREATS quickly

o, © -

Network

Roaming Users

© 2019 Cisco and/or its affiliates. All rights reserved.



Understand Threat
Detection using Flows



The network 1s a valuable data source

© 2019 Cisco and/or its affiliates. All rights reserved.

Internet

10.1.8.3

Switches

Routers

172.168.134.2

Flow Information Packets
SOURCE ADDRESS 10.1.8.3
DESTINATION
ADDRESS 172.168.134.2

SOURCE PORT
DESTINATION PORT
INTERFACE
IP TOS
IP PROTOCOL
NEXT HOP
TCP FLAGS
SOURCE SGT

APPLICATION NAME

47321
443
Gio/0/0
0x00
6
172.168.25.1
Ox1A
100

NBAR SECURE-
HTTP



Scaling and optimization: deduplication

Router A: 10.1.1.1:80 = 10.2.2.2:1024

10.1.1.1 port 80 Router B: 10.2.2.2:1024 - 10.1.1.1:80 e

Duplicates

Router B

Router A

o)
Router C Deduplication

« Avoid false positives and misreported traffic volume

« Enable efficient storage of telemetry data

* Necessary for accurate host-level reporting

 No data is discarded

10.2.2.2 port 240



Scaling and optimization : stitching

10.2.2.2 port 1024 10.1.1.1 port 80

Unidirectional

Telemetry 10:20:12.221 eth0/1 10.2.2.2 1024 10.1.1.1 1025
Records
10:20:12.871 eth0/2 10.1.1.1 80 10.2.2.2 1024 TCP 17 28712
oo R
Telemetry Record
Conversation record 10:20:12.221 10.2.2.2 1024 10.1.1.1 80 TCP 1025 5 28712 17 Emgg

Easy visualization and analysis
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Enriched with data from other sources

User Device Server Switch Router Router Firewall Server Services Engine

Catalyst
ISR ASR y Nexus switch
IE FTD :
CSR WLC ) Tetration
ETA enabled Catalyst Meraki

e § oiyanduserio i

Web Security Appliance

Identity Services Engine Stealthwatch Flow
(WSA) AnyConnect

(ISE) Sensor

I Stealthwatch Enterprise also enables telemetry ingestion from many third-party exporters
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The general ledger

Session Data | 100% network accountability

1.1.1.1 2222 3.3.8.8 80/tcp Doug http location 00:2b:1f 10 TLS 1.2

eQ

Visibility

00000

User Network Interface Policy Threat Encrypted Group / NAT/Proxy LAYER 7 Endpoint Cloud
Information  Telemetry  Information Information Intelligence Traffic Segment
Analytics
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Security Analytics



Anomaly detection using behavioral modeling

Alarm on anomalies

and behavioral changes

Alarm categories for high-risk,

Security events to detect anomalies
low-noise alerts for faster response

Comprehensive data set optimized to
and known bad behavior

remove redundancies

< ...............................
*---------- >
< > ~100 Security Events
Threshold
T —— > Number of New flows Number of .8
< > concurrent flows created SYNs received
*---mmmmm-- Packet Number of Rate of
per second SYNs sent connection resets
< ............................... >
B Bits per second Time of day Duration
€ mmm e > of the flow

Exchange Servers
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Power of multilayered machine learning

Increase fidelity of detection using best-in-class security analytics

ol

Prioritized high fidelity
incidents

oalr Confirmed Incidents

Incidents

@ Global Risk Map Malicious Events

Anomalous Traffic

Network telemetry
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Encrypted Traffic Analytics

Cisco Stealthwatch Enterprise is the only solution providing
visibility and malware detection without decryption

ot

¥

¥ el 0100101010
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| e 0010010
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RNy 00010

Detect malware
In encrypted traffic

Ensure cryptographic
compliance




Initial Data Packet (1DP)

HTTPS header contains several
Information-rich fields

Server name provides domain
Information

Crypto information educates us on
client and server behavior and
application identity

Certificate information is similar to
whois information for a domain

And much more can be understood
when we combine the information
with global data

Initial Data Packet

JopesaH d|
JopesH dO1

TLS Header
TLS version

SNI (Server Name)
Ciphersuites

Certificate
+ Organization |
Issuer

Issued

Expires

Initial Data Packet(s)
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sequence of Packet Lengths and Times (SPLT)

Model

Sent
Packets
Recelved
Packets

Google search
Page
Download

Packet lengths, arrival times and
durations tend to be inherently
different for malware than benign
traffic.

Initiate
Command
& Control

Exfiltration &
Keylogging
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Deployment



Stealthwatch Enterprise Architecture

Management Console
- \ ISE Threat  Global Threat
Comprehensive \ obal Thre

I/ \\
o <_ R _>(\ /I
, Security Packet Packet Data & Storage
. Intelligence , | Analyzer
\

\\
~ License P

visibility and S S ,
SeC u rlty an alytl CS =l grgg?;s-irsrasf?)?tware
N\

P I e

Flow Collector \
Stealthwatch

Cloud

Hypervisor with
Flow Sensor VE

UDP !
Director Telemetry for
Encrypted Traffic

Analytics

N

o000

~ e e e — - —————— -

Proxy Data

Non-NetFlow enabled
switches, firewalls equipment

NetFlow enabled routers, Endpoint License
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Network Behavior and Anomaly Detection

+ First
Active

529115
12:00 PM

5/29/15
11:20 AM

© 2019 Cisco and/or its affiliates. All rights reserved.

Source Host Groups

Atlanta, Sales and
Marketing, Desktops

Terminal Server,
Datacenter

Alarm Model

« Monitor activity and alarm on suspicious
conditions

P
v PUIIby aliu ycliiavivl al

~ Source Target Host - Target = Alarm = Policy ~ Source Details ~ Last
Groups User Active
10.201.3.18 - Multiple Suspect Data 10.201.3.18 - Observed 23.9G bytes. 5/29/15 1:05
Hosts Hoarding L4 Policy maximum allows up PM
to 50M bytes.
10.201.0.23 - Multiple Suspect Data 10.201.023 - Observed 38.45G bytes. 5/29/15 2:40
Hosts Hoarding Policy maximum allows up PM
to 50M bytes.

[/ 2019 Ciscoand/or its affiliates. All rights reserved. Cisco Public
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Scoped Worm activity

% OF BYTES HOST IP ADDR... HOST NAME HOST GROUPS HOST ROLE BYTES PACKETS

-9% 10.201.3.83 O -- End User Devices,  Client 4.35 M 13.26 K
Desktops , Atlanta ,
Sales and Marketing

._42% 10.201.3.50 @ workstation-050 End User Devices , Client 255 M 8.68 K
Desktops , Atlanta ,

‘ Sales and Marketing

Found 15 scanning systems

Scoped the investigation systems

© 2019 Cisco and/or its affiliates. All rights reserved.

FLOWS
12,387

8,177

A4

Manage Columns Export v

PEERS
4,860

3,580

HOST BYTES R...

26



Example Detection: Malware with encrypted C&C

Passive DNS attribution &
Global Risk Map tracks

H MALWARE maLicious HosT ERREE) & AFFECTING © OCCURRENCE
servers likely to become
80% confidence demo_dominga.widell 9 days
part Of an attaCk * NEW / TRIAGE () 212.253.166.254 Dec 6 - Dec 14
# Add notes...
ACTIMITIES AND ELOWS SEVERITY FILTER:
Activities (1) Domainf (1) IPs (1) Autonomous systems (1) Time
e [+]
~ g
(®) malicious host @ teknik.io - [£--185.165.168.124 ——— @ Flokinet Ltd ‘f
g
w
O P | U R L t UPLOAD DOWNLOAD REQUESTS DURATION USER AGENTS NO REFERRER HTTP S e q u e n Ce Of P a'C ket
riaina regues 123.8 KiB 5.6 MiB 5 8 days 15 hours 29 minutes 15 seconds 0 100% 0 . :
g q Lengths and Times (SPL
e Xt r acte d fro m th e new Client IP. Server IP. URL, SHA Filter i)
SERVER IP + URL + TIMESTAMP - DURATION = BYTES UP # BYTES DOWN %
ETA te I em etry (l D P) 7 1185.165.168.124 https: // u.teknik o Dec 6, 2017 03:26:09 GMT+01:00 0ms 990 22,445
? §1B5.165.168.124 https: // u.teknik.io Dec 11, 2017 22:26:58 GMT+01:00 0ms 122,760 5,745,920
2 [185.165.168.124 https: // u.teknikio Dec 12, 2017 16:27:03 GMT+01:00 0ms 990 2445 (5
e sttt https: // u.teknikio Dec 14, 2017 17:21:17 GMT+#01:00 0 ms 990 22,445
7 §1B5.165.168.124 hittps: // u.teknik.io Dec 14, 2017 18:55:23 GMT+#01:00 1s 990 22,445

© 2019 Cisco and/or its affiliates. All rights reserved.






Segmentation Monitoring with StealthWatch

PCIl Zone Map

i
E 8 £ E N A A Rl TS R IR TRRR AT, VESiTe, RN IEN

Define communication
policy between zones

Restricted

i

T

e R e T e T Py, =T
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Modeling Policy: Alarm Occurrence

Alarm dashboard showing

demo.local | Alarm Dashboard : Policy Violation (1 d
o | - 0 ; all policy alarms
BB Alarms

+ First Active Source Host

* Source Target Host = Target + Policy = Event Alarms = Source Details
Groups Groups User
5i25/15 4:42 Catch All 10.10.18.102 - Multiple Inside Employee to Production employee Expected 1 points, tolerance of 75 allows up to 300k
PM Hosts Hosts Servers

points.

Details of “Employee to
i J)
(= demo.local | Alarms : Employee to Production Servers for 5/25/2015 (1) Production Servers

alarm occurrences

+ First Source Host + Source Target Host = Target = Alarm + Policy + Source Details - Last = =

Active Groups Groups User Active Active Acknowledged
52515 4:42 Catch All 10.10.18.102  Catch All 10.3.200.10  Employee to Production Inside employee1 View Current Yes No

PM Servers Hosts

Details



From Visibility to
Rapid Threat Containement



Alarms tied to specific entities

Concern Index

Vil
R

HOST

209.182.184.2 ¢~

10.201.3.149 ==

10.201.3.18 ¢

10.150.1.200 &=

NEE
prioritized to

10.10.101.24 ¢-

10.201.0.23 &=

take Immediate
action

10.10.30.15 ¢

Recon

5

Alarming Hosts @

Alarming Hosts

CATEGORY

View All Hosts >

vhalie - Stealthwatch
cisco

Manitor

Concern Index Target Index cac| Exploitation DDoS Target Data Hoarding Extiltration Policy Violation

Recon
4 5 2 1 4 1 1

HoST CATEGORY
500 s 4s0 445 a3
209.182.184.2 @ PV = —
Datacenter g - - . - 301 293
3 = e p—
10.201.3.149 & mmm < 250 N Suspect Data Hoarding: 21 - /- High Volume Email: 11
z
Erciiiser Davices g ] — Exploitation: 2 ) Mail Rejects: 3
102013185 [rc [ov] EEEEER | va s i Tt
—
End User Devices

Recon: 5 _—  MighFile Shari

o
10.150.1.200 ¢ [ re [ x| ex] ci] 12/8 19 12710 1211 12/12 1213 12/14 - bigh Trafe 7
B aalE) : Host Lock Violation @ .CSE: Unauthorized DHCP Server Slow Connecti... TSN igh Concern.
10.10.101.24 & B8 Packet Flood High Volume Email ~ © Mail Rejects
L . @ High Total Traffic Max Flows Initiated 2 Suspect Long F.
End User Devices @ New Flows Initiated @ SYNs Received Suspect Data L. =
oS High File Sharing Index @ High Traffic
10.201.0.23 1 @ High Concern index @ Suspect Long Flow Worm Activity: 3
Terminal Servers ® Worm Activity  © Worm Propagation
Max Flows Served _ @ New Flows Served
10.10.30.15 & ® Eeaconing Host @ Suspect Data Loss W Propagation: 57
DNS Servers @ Slow Connection Flood @ Data Exfiltration
@ Policy Violation @ Suspect Quiet Lona Flow
View All Hosts > 127

© 2019 Cisco and/or its affiliates. All rights reserved.



Investigating a host

Top security events

Top Security Events for 10.20.0.30
SECURITY EVENT

P Port Scan - 63639

P  Ping_Oversized_Packet

P  Ping_Oversized_Packet

¥  Ping_Oversized Packet

DETAILS

P  Ping_Oversized Packet

P  Ping_Oversized Packet

© 2019 Cisco and/or its affiliates. All rights reserved.

Source (10) Target (10) I

COUNT TARGET INDEX FIRST ACTIVE SOURCE HOST SOURCE HOST GROUP A¢TIONS
1 10,801 09/06 1:19:05 PM 10.10.0.1 ¢ Catch All op
3 7,203 09/06 12:29:48 PM 10.10.0.1 &) Associated Flows Edit p
3 7,203 09/06 12:29:48 PM 10.10.0.32 () Top Reports > p
3 7,203 09/06 12:29:48 PM 10.10.0.31 (= External Lookup 5 QY
DESCRIPTION O
~Ping_Wversized_Packet: The source host has sent an ICMP echd request or reply that Subject IP; 10.10.0.20
has m¢re than 90 data bytes. These events may be harmless nefwork health checks or
may contain a covert data channel. Peer IP: 10.20.0.30
from: 09/06 8:00 AM
3 7,203 09/06 12:29:48 PM 10.10.0.20 (=) to: 09/06 2:24 PM
3 7,203 09/06 12:29:48 PM 10.10.0.21 Catch All
Easily determine if the
Understand why the Drill down into associated host is the source or
alarm was triggered telemetry with just one click target of an attack



ply machine learning to investigate threats

dusti.nilton & Malware behavior detected in encrypted traffic
M Jan 18 & 7 days

Jan 19

Threats ranked by overall severity to environment

@ Ransomware
#CWNC01 ()

#CWNCO1 & AFFECTING © OCCURRENCE
H 100% confidence 1 user @ 7 days
Correlatlon ] 50+ users in 20+ companies @ Jan 11 - Jan 18

Jan 18

of global

. & Add notes...
E malicious host h

t re at Threat indicators related to a variant of WannaCry or WCry, a ransomware with worm capabilities which has observed in large scale attack across the world. WannaCry spreads as a worm

. through TCP port 445 (SMB), exploiting the ETERNALBLUE SMB vulnerability (MS17-010). After compromising the endpoint, the malware will encrypt the files on the host demanding a ransom
be h aVl O rS in order regain access. Threat will attempt to contact a specific host on the internet, if the connection is successful, the threat will stop its execution. Threat can also leverage another
vulnerability known as DOUBLEPULSAR, a persistent backdoor, to access and execute code on previously compromised systems. To prevent threat propagation and reduce the risk of infection,
isolate the infected device from the network. Blocking the domain will only cause the malware to keep spreading and working. Ensure your windows devices are fully patched. It is recommended
G tor rela to have SMB ports, 139 and 445, blocked from all externally accessible hosts. Perform a full scan of the infected device for the record, and extract malicious files from the infected host for
y forensic investigation. Backup documents only and reimage the device.

G tor relay

Jan 11

AFFECTED USERS

1 user affected by this threat during the last 45 days with unresolved incidents

& dusti.hilton

Incident Detail > (:)7 Threat propagation details

© 2019 Cisco and/or its affiliates. All rights reserved.




Rapid Threat Containment

Without any business disruption

W ----- Mitigation
[ Toorsuee

Hostname:

Host Groups:

Flows Classify History
Status: Active

Information shared ig

workstation-149

End User Devices,Desktops,Atlanta,Sales

and Marketing

Location: RFC 1918

with other network and Q) . Q
security products & %

Last Seen: 1/9M17 10:25 AM

Policies: [Host-specific Policy],Inside

MAC Address:
Unquarantine ¢

DO

4

Quarantine

Context

Cisco®

Stealthwatch
Identity Services Engine

Management Console

© 2019 Cisco and/or its affiliates. All rights reserved.

Quarantine or Ungquarantine infected host



Closing



Security Analytics with Stealthwatch Enterprise

Global threat intelligence
(powered by Talos)

Intelligence of global threat campaigns
mapped to local alarms for faster mitigation

Data collection

Rich telemetry from the existing
network infrastructure

Multilayered machine learning

Combination of supervised and unsupervised techniques
to convict advanced threats with high fidelity

Behavioral modeling

Behavioral analysis of every activity within

the network to pinpoint anomalies

(- 1011 1101 1110 A
Ol11 1011 O1l111

1011 1101 1110
Olll 1011 O1l1l

I U
DHOA

Encrypted Traffic Analytics

Malware detection without any decryption using
enhanced telemetry from the new Cisco devices

L
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L
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