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Unique customer experience
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OfferCustomer 

Intent

Simple 

Acceptance

Click
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Looking under the hood: 

the Bank
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Customer 

Location

Credit Check Offer of Pre-

Approved Loan 

Instant 

Implementation
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What do we need ?
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Requirements 

Enablers

Delivery
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The “Right” Requirements
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Infrastructure

Enterprise Agility

Variety

Quality

Precision
Trust

Data

On-Premise

Internal and External Cloud Hybrid

Processes

Risk & Governance

Workforce

Culture
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Enabling Personalization and Simplicity
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Customer Insights

Personalized Services (Help, Advice, Offers)

Intelligent Decision Making, Voice Assistants

Know Your Customer (KYC)

Real-time Payments

Trading Platforms

Accelerate Process Execution Speed

Provide Around-the-clock Services with 

Consistent Quality

{API}
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Delivering the value to Customers
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“Consumers want better integration

across physical and digital channels.”

Accenture Global Financial Services Consumer Study 2019
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IDENTIFY PROTECT DETECT RESPONSE RECOVER
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The Threat landscape is 

changing too!
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1
DIFFERENT 

THREAT 

ACTORS

The threat actors are 

changing to online 

fraudsters
1

ATTACK 

SURFACE IS 

CHANGING

New services and channels 

are being introduced which 

can be targeted
2

NO PHYSICAL 

CONSTRAINTS
A Bank can be targeted from 

anywhere, from everyone.3

AGAINST WELL 

ORGANIZED 

GROUPS

A Bank can be targeted from 

anywhere, from everyone.4
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The most infamous hacking groups
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LAZARUS HACKING GROUP

MORE THAN 100 

HACKING GROUPS

SILENCE SILENCE HACKING GROUP

CARBANAK HACKING GROUPC0D0S0 HACKING GROUP
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Hacking Group: A common Modus Operandi

eMail

Security 

Gateway

Web Security 

Gateway

1. Malicious email

4. Request was allowed

5. Payload 

7. Maintain Persistent access
Unauthorised access to user’s

files and data

Network access to the internal

infrastructure

Access fileserver, log keystrokes,

webcam, screenshots, capture

credentials, etc

!

!

!
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The Gap: From disaster to 

detection
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AVG TIME TO 

DETECT A BREACH

MORE THAN 

80 
DAYS

TIME TO GAIN FULL ACCESS 

TO THE INFRASTRUCTURE

PRIVILEGED 

ACCOUNT

1 

DAY

NON

PRIVILEGED 

ACCOUNT

1 to 7 

DAYS

VS
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Additional challenges to 

be addressed
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PERFORMING UNDER THE PRESSURE 

FROM COMPETITION AND FINTECHS

TICK-THE-BOX APPROACH TO COMPLY 

WITH STRICT REGULATORY 

FRAMEWORKS

BANKS NEED TO RUN A CONTINUOUS 

AND A DEMANDING TRANSFORMATION 

PROGRAMME

INCREASED COMPLEXITY FOR 

DELIVERING NEW SERVICES
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Case Study: Capital One Bank
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A bank holding company specializing in credit cards, auto loans, 

banking, and savings accounts

Ranked 10th on the list of largest banks in the United States by 

assets.
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Cybersecurity starts with ‘C’
not only “CISO”
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CEO

CFO

LOSS OF MARKET SHARE / REPUTATION / LEGAL EXPOSURE

AUDIT FAILURE / FINANCIAL LOSS / FINES & LAWSWITS 

CIO

CHRO

IT SERVICE INTERUPTION & INTEGRITY 

EMPLOYEE PRIVACY / REPUTATION

CMO LOSS OF CUSTOMERS’ CONFIDENCE / BRAND REPUTATION
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PENETRATION

TESTING

Identify your 

weaknesses and 

entry-points before 

bad guys do so

SECURITY BY 

DESIGN

Security cannot be 

an afterthought. 

HOLISTIC 

APPROACH

Take a step back 

and review your 

cybersecurity 

strategy and 

design

SECURITY 

AWARENESS

Run a continuous 

and targeted 

security awareness 

programme

SECURITY 

FRAMEWORKS

Identify – Protect –

Detect – Respond –

Recover… or any 

other information 

security framework

HOW TO BOOST ORGANISATIONAL CYBER RESILIENCE IN CONSTRUCTING A STRONG 

DEFENSE AGAINST CYBERTHREATS.
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Business Consulting Services

Nikolas Anastasiou

Head of Analytics and Digital

Business Consulting Services

: n.anastasiou@logicom.net

: nikolas.anastasiou

Charis Florides

Manager

Business Consulting Services

: c.florides@logicom.net

: charis.florides


